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REPORT SUMMARY

Analyses ID Main source file Detected
vulnerabilities

64072149-95e1-4d05-81d5-e4208ec04a6a contracts/configuration/LendingPoolAddressesProvider.sol 5

aa0471eb-41a9-425c-919f-c039e9bec79b contracts/configuration/LendingPoolAddressesProviderRegistry.sol 5

787b5a58-ab84-4997-9769-1a9cb250789b contracts/flashloan/base/FlashLoanReceiverBase.sol 2

aa5c3fc8-e82a-49b4-b7ec-5b974c474ba9 contracts/lendingpool/DefaultReserveInterestRateStrategy.sol 5

0d66d682-635b-4584-9cef-c06f9aebc452 contracts/lendingpool/LendingPool.sol 6

fcb20a27-ea34-4c2c-8337-4b6080c86416 contracts/lendingpool/LendingPoolCollateralManager.sol 6

23ab2d22-b300-4bc8-92c4-416d329e1f38 contracts/lendingpool/LendingPoolConfigurator.sol 18

1f29afcc-4ca0-44d5-b5b1-e18baf5fe1a9 contracts/lendingpool/LendingPoolStorage.sol 2

cdda6dbe-d81a-44ef-bb74-3aa6875cf4af contracts/libraries/configuration/ReserveConfiguration.sol 2

c9046ec5-f746-4833-95d3-cf9748f0eaaa contracts/libraries/configuration/UserConfiguration.sol 1

5dace3c5-59c8-4c59-837a-23c372e566f3 contracts/libraries/helpers/Errors.sol 1

3c3b9416-2983-4992-a084-7a564e270296 contracts/libraries/helpers/Helpers.sol 8

6022a28e-9b87-4987-a9d6-dc17290fb2b8 contracts/libraries/logic/GenericLogic.sol 2

e071d582-e0a5-465c-b949-4edb02623c9d contracts/libraries/logic/ReserveLogic.sol 2

b5723ab5-6725-4541-af0b-f07c760417c4 contracts/libraries/logic/ValidationLogic.sol 4

70bf2cfb-9d4c-408f-a452-6a400561d106 contracts/libraries/math/MathUtils.sol 1

e56dd809-edd6-403a-9954-4eb8cb298588 math/PercentageMath.sol 1

3656f064-b54a-4a01-ad11-908d3da38b1b contracts/libraries/math/SafeMath.sol 0

2251e105-ace4-4c41-a907-827f212451ec math/WadRayMath.sol 1

852fe9ee-1457-4089-b3a2-19874a1c1f2a contracts/misc/AaveProtocolTestHelpers.sol 5



22d0c0ba-6cb6-4fdf-8fc4-8da514a01ed8 contracts/misc/Address.sol 0

bfd056ae-a898-484d-9996-0d6be2220d53 contracts/misc/ChainlinkProxyPriceProvider.sol 3

7b69a08c-ed60-46fa-88e6-af537fd929fb contracts/misc/IERC20DetailedBytes.sol 1

0890c604-4286-4b95-a6ef-1bd45ebbdd69 misc/SafeERC20.sol 0

587fd904-4ae8-4f58-a36f-381ae9fb99f1 contracts/misc/WalletBalanceProvider.sol 5

5e9b5f59-7cbd-4fb7-adb3-f43704ea2a31 contracts/tokenization/AToken.sol 59

4dcb9ffa-3855-4e7d-af3a-584ef34ba7c4 tokenization/IncentivizedERC20.sol 3

0c813c52-8d60-46ab-bfca-838632e2f8dd contracts/tokenization/StableDebtToken.sol 7

c735bc1c-fa4a-4e89-9725-ceabbd2138bc contracts/tokenization/VariableDebtToken.sol 8

48db364a-404d-4867-afab-71437ab170c0 contracts/tokenization/base/DebtTokenBase.sol 8



Analysis 긻긹긵긼긷긶긹긾긲긾긺깪긶긲긹깩긵긺긲긽긶깩긺긲깪긹긷긵긽깪깨긵긹깦긻깦

Started

Finished Thu Sep 24 2020 11:58:18 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깈깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 4

ISSUES

MEDIUM

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they're part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깔깼깳깦깧깱깪꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깦깨깨깪깸깸긴깔깼깳깦깧깱깪긳깸깴깱긬김

긶

긷

길

긹



LOW

SWC-107

Read of persistent state following external call.
The contract account state is accessed after an external call. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is untrusted.
Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김긥

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

깵깷깴깽깾긳깺깵깬깷깦깩깪깙깴깆깳깩깈깦깱깱긭깳깪깼깆깩깩깷깪깸깸긱긥깵깦깷깦깲깸긮김

꺂

꺂

긶길긻

긶길긼

긶길긽

긶길긾

긶긹긵



Analysis 깦깦긵긹긼긶깪깧긲긹긶깦긾긲긹긷긺깨긲긾긶긾깫긲깨긵길긾깪긾깧깪깨긼긾깧

Started

Finished Thu Sep 24 2020 11:58:21 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깈깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 4

ISSUES

MEDIUM

SWC-128

Loop over unbounded data structure.
Gas consumption in function "_addToAddressesProvidersList" in contract "LendingPoolAddressesProviderRegistry" depends on the size of data structures or values that may grow
unboundedly. If the data structure grows too large, the gas required to execute the code will exceed the block gas limit, effectively causing a denial-of-service condition. Consider that an
attacker might attempt to cause this condition on purpose.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긳깸깴깱

Locations

긯긯긴

깫깺깳깨깹깮깴깳긥깤깦깩깩깙깴깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸깑깮깸깹긭깦깩깩깷깪깸깸긥깵깷깴깻깮깩깪깷긮긥깮깳깹깪깷깳깦깱긥꺀

깫깴깷긥긭깺깮깳깹긷긺긻긥깮긥깂긥긵김긥깮긥깁긥깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸깑깮깸깹긳깱깪깳깬깹깭김긥깮기기긮긥꺀

깮깫긥긭깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸깑깮깸깹깠깮깢긥깂깂긥깵깷깴깻깮깩깪깷긮긥꺀

깷깪깹깺깷깳김

긼긺

긼긻

긼긼

긼긽

긼긾

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깔깼깳깦깧깱깪꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깦깨깨깪깸깸긴깔깼깳깦깧깱깪긳깸깴깱긬김

긶

긷

길

긹



LOW

SWC-108

State variable visibility is not set.
It is best practice to set the visibility of state variables explicitly. The default visibility for "addressesProviders" is internal. Other possible visibility settings are public and private.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긳깸깴깱

Locations

LOW

SWC-108

State variable visibility is not set.
It is best practice to set the visibility of state variables explicitly. The default visibility for "addressesProvidersList" is internal. Other possible visibility settings are public and private.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긳깸깴깱

Locations

LOW

SWC-128

Loop over unbounded data structure.
Gas consumption in function "getAddressesProvidersList" in contract "LendingPoolAddressesProviderRegistry" depends on the size of data structures or values that may grow
unboundedly. If the data structure grows too large, the gas required to execute the code will exceed the block gas limit, effectively causing a denial-of-service condition. Consider that an
attacker might attempt to cause this condition on purpose.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긳깸깴깱

Locations

깨깴깳깹깷깦깨깹긥깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긥깮깸긥깔깼깳깦깧깱깪긱긥깎깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긥꺀

깲깦깵깵깮깳깬긭깦깩깩깷깪깸깸긥깂깃긥깺깮깳깹긷긺긻긮긥깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸김

깦깩깩깷깪깸깸깠깢긥깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸깑깮깸깹김

긶긺

긶긻

긶긼

긶긽

깨깴깳깹깷깦깨깹긥깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긥깮깸긥깔깼깳깦깧깱깪긱긥깎깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깗깪깬깮깸깹깷깾긥꺀

깲깦깵깵깮깳깬긭깦깩깩깷깪깸깸긥깂깃긥깺깮깳깹긷긺긻긮긥깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸김

깦깩깩깷깪깸깸깠깢긥깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸깑깮깸깹김긥

긥

긴긯긯

긶긻

긶긼

긶긽

긶긾

긷긵

깦깩깩깷깪깸깸깠깢긥깲깪깲깴깷깾긥깦깨깹깮깻깪깕깷깴깻깮깩깪깷깸긥깂긥깳깪깼긥깦깩깩깷깪깸깸깠깢긭깲깦깽깑깪깳깬깹깭긮김긥

긥

깫깴깷긥긭깺깮깳깹긷긺긻긥깮긥깂긥긵김긥깮긥깁긥깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸깑깮깸깹긳깱깪깳깬깹깭김긥깮기기긮긥꺀

깮깫긥긭깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸깠깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸깑깮깸깹깠깮깢깢긥깃긥긵긮긥꺀긥

깦깨깹깮깻깪깕깷깴깻깮깩깪깷깸깠깮깢긥깂긥깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷깸깑깮깸깹깠깮깢김

긹긶

긹긷

긹길

긹긹

긹긺



Analysis 긼긽긼깧긺깦긺긽긲깦깧긽긹긲긹긾긾긼긲긾긼긻긾긲긶깦긾깨깧긷긺긵긼긽긾깧

Started

Finished Thu Sep 24 2020 11:58:24 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깋깱깦깸깭깱깴깦깳긴깇깦깸깪긴깋깱깦깸깭깑깴깦깳깗깪깨깪깮깻깪깷깇깦깸깪긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 2

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깫깱깦깸깭깱깴깦깳긴깧깦깸깪긴깋깱깦깸깭깑깴깦깳깗깪깨깪깮깻깪깷깇깦깸깪긳깸깴깱

Locations

LOW

SWC-131

Unused state variable "_addressesProvider".
The state variable "_addressesProvider" is declared within the contract "FlashLoanReceiverBase" but its value does not seem to be used anywhere.

Source file

깨깴깳깹깷깦깨깹깸긴깫깱깦깸깭깱깴깦깳긴깧깦깸깪긴깋깱깦깸깭깑깴깦깳깗깪깨깪깮깻깪깷깇깦깸깪긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깘깦깫깪깒깦깹깭꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱긬김

긶

긷

길

긹

깺깸깮깳깬긥깘깦깫깪깒깦깹깭긥깫깴깷긥깺깮깳깹긷긺긻김긥

긥

깎깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긥깮깳깹깪깷깳깦깱긥깤깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷김긥

긥

깨깴깳깸깹깷깺깨깹깴깷긭깎깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긥깵깷깴깻깮깩깪깷긮긥깵깺깧깱깮깨긥꺀

긶길

긶긹

긶긺

긶긻

긶긼



Analysis 깦깦긺깨길깫깨긽긲깪긽긷깦긲긹긾깧긹긲깧긼깪깨긲긺깧긾긼긹깨긹긼긹깧깦긾

Started

Finished Thu Sep 24 2020 11:58:29 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깪깳깩깮깳깬깵깴깴깱긴깉깪깫깦깺깱깹깗깪깸깪깷깻깪깎깳깹깪깷깪깸깹깗깦깹깪깘깹깷깦깹깪깬깾긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 4

ISSUES

MEDIUM

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they're part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깉깪깫깦깺깱깹깗깪깸깪깷깻깪깎깳깹깪깷깪깸깹깗깦깹깪깘깹깷깦깹깪깬깾긳깸깴깱

Locations

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깘깦깫깪깒깦깹깭꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱긬김

긶

긷

길

긹



LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김긥

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

깵깷깴깽깾긳깺깵깬깷깦깩깪깙깴깆깳깩깈깦깱깱긭깳깪깼깆깩깩깷깪깸깸긱긥깵깦깷깦깲깸긮김

꺂

꺂

긶길긻

긶길긼

긶길긽

긶길긾

긶긹긵



Analysis 긵깩긻긻깩긻긽긷긲긻길긺깧긲긹긺긽긹긲긾깨깪깫긲깨긵긻깫긾깦깪깧깨긹긺긷

Started Thu Sep 24 2020 11:58:50 GMT+0000 (Coordinated Universal Time)

Finished Thu Sep 24 2020 12:44:07 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

1 0 5

ISSUES

HIGH

SWC-101

The arithmetic operation can overflow.
It is possible to cause an arithmetic overflow. Prevent the overflow by constraining inputs using the require() statement or use the OpenZeppelin SafeMath library for integer arithmetic
operations. Refer to the transaction trace generated for this issue to reproduce the overflow.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깒깦깹깭깚깹깮깱깸긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

꺂긥

긥

깺깮깳깹긷긺긻긥깪깽깵깒깮깳깺깸깔깳깪긥깂긥깪깽깵긥긲긥긶김긥

긥

깺깮깳깹긷긺긻긥깪깽깵깒깮깳깺깸깙깼깴긥깂긥깪깽깵긥깃긥긷긥깄긥깪깽깵긥긲긥긷긥긿긥긵김

긺긻

긺긼

긺긽

긺긾

긻긵

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김

깵깷깦깬깲깦긥깪깽깵깪깷깮깲깪깳깹깦깱긥깆깇깎깊깳깨깴깩깪깷깛긷김

긶

긷

길



LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "from".
The value of the function parameter "from" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "to".
The value of the function parameter "to" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깷깪깹깺깷깳긥긭

깎깊깗깈긷긵긭깦깸깸깪깹긮긳깧깦깱깦깳깨깪깔깫긭깷깪깸깪깷깻깪긳깦깙깴깰깪깳깆깩깩깷깪깸깸긮긱

깎깊깗깈긷긵긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깹깴깹깦깱깘깺깵깵깱깾긭긮긱

깎깊깗깈긷긵긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깹깴깹깦깱깘깺깵깵깱깾긭긮긱

긼긶긼

긼긶긽

긼긶긾

긼긷긵

긼긷긶

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긷긹긼

긷긹긽

긷긹긾

긷긺긵

긷긺긶

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹긥

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

긷긹긽

긷긹긾

긷긺긵

긷긺긶

긷긺긷



LOW

SWC-131

Unused function parameter "amount".
The value of the function parameter "amount" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

꺂

긷긹긾

긷긺긵

긷긺긶

긷긺긷

긷긺길



Analysis 깫깨깧긷긵깦긷긼긲깪깦길긹긲긹깨긷깨긲긽길길긼긲긹깧긻긵긽긵깨긽긻긹긶긻

Started Thu Sep 24 2020 11:58:50 GMT+0000 (Coordinated Universal Time)

Finished Thu Sep 24 2020 12:44:05 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깱깱깦깹깪깷깦깱깒깦깳깦깬깪깷긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 6

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깱깱깦깹깪깷깦깱깒깦깳깦깬깪깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깭깪깱깵깪깷깸긴깍깪깱깵깪깷깸긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깘깦깫깪깒깦깹깭꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱긬김

긶

긷

길

긹

꺀

깷깪깹깺깷깳긥긭

깉깪깧깹깙깴깰깪깳깇깦깸깪긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깦깱깦깳깨깪깔깫긭깺깸깪깷긮긱

깉깪깧깹깙깴깰깪깳깇깦깸깪긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깦깱깦깳깨깪깔깫긭깺깸깪깷긮

긮김

긷길

긷긹

긷긺

긷긻

긷긼



LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깭깪깱깵깪깷깸긴깍깪깱깵깪깷깸긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "from".
The value of the function parameter "from" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "to".
The value of the function parameter "to" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깷깪깹깺깷깳긥긭

깉깪깧깹깙깴깰깪깳깇깦깸깪긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깦깱깦깳깨깪깔깫긭깺깸깪깷긮긱

깉깪깧깹깙깴깰깪깳깇깦깸깪긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깦깱깦깳깨깪깔깫긭깺깸깪깷긮

긮김

꺂

긷긹

긷긺

긷긻

긷긼

긷긽

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긷긹긼

긷긹긽

긷긹긾

긷긺긵

긷긺긶

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹긥

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

긷긹긽

긷긹긾

긷긺긵

긷긺긶

긷긺긷



LOW

SWC-131

Unused function parameter "amount".
The value of the function parameter "amount" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

꺂

긷긹긾

긷긺긵

긷긺긶

긷긺긷

긷긺길



Analysis 긷길깦깧긷깩긷긷긲깧길긵긵긲긹깧깨긽긲긾긷깨긹긲긹긶긻깩길긷긾깪긶깫길긽

Started

Finished Thu Sep 24 2020 11:58:49 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 18

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김

깵깷깦깬깲깦긥깪깽깵깪깷깮깲깪깳깹깦깱긥깆깇깎깊깳깨깴깩깪깷깛긷김

긶

긷

길

긯긯긴

깫깺깳깨깹깮깴깳긥깸깪깹깕깴깴깱깕깦깺깸깪긭깧깴깴깱긥깻깦깱긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀

깵깴깴깱긳깸깪깹깕깦깺깸깪긭깻깦깱긮김

꺂

꺂

긻긵긵

긻긵긶

긻긵긷

긻긵길

긻긵긹



LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

깴깳깱깾깆깦깻깪깆깩깲깮깳긥

꺀

깵깴깴깱긳깸깪깹깗깪깸깪깷깻깪깎깳깹깪깷깪깸깹깗깦깹깪깘깹깷깦깹깪깬깾깆깩깩깷깪깸깸긭깦깸깸깪깹긱긥깷깦깹깪깘깹깷깦깹깪깬깾깆깩깩깷깪깸깸긮김

깪깲깮깹긥깗깪깸깪깷깻깪깎깳깹깪깷깪깸깹깗깦깹깪깘깹깷깦깹깪깬깾깈깭깦깳깬깪깩긭깦깸깸깪깹긱긥깷깦깹깪깘깹깷깦깹깪깬깾깆깩깩깷깪깸깸긮김

꺂

긺긺긵

긺긺긶

긺긺긷

긺긺길

긺긺긹

긯긯긴

깫깺깳깨깹깮깴깳긥깩깮깸깦깧깱깪깗깪깸깪깷깻깪깆깸깈깴깱깱깦깹깪깷깦깱긭깦깩깩깷깪깸깸긥깦깸깸깪깹긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깑깹깻긭긵긮김

길긺긺

길긺긻

길긺긼

길긺긽

길긺긾

긯긯긴

깫깺깳깨깹깮깴깳긥깪깳깦깧깱깪깗깪깸깪깷깻깪깘깹깦깧깱깪깗깦깹깪긭깦깩깩깷깪깸깸긥깦깸깸깪깹긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깘깹깦깧깱깪깗깦깹깪깇깴깷깷깴깼깮깳깬깊깳깦깧깱깪깩긭깹깷깺깪긮김

길긻긾

길긼긵

길긼긶

길긼긷

길긼길



LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

긯긯긴

깫깺깳깨깹깮깴깳긥깩깮깸깦깧깱깪깇깴깷깷깴깼깮깳깬깔깳깗깪깸깪깷깻깪긭깦깩깩깷깪깸깸긥깦깸깸깪깹긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깇깴깷깷깴깼깮깳깬깊깳깦깧깱깪깩긭깫깦깱깸깪긮김

길긶긽

길긶긾

길긷긵

길긷긶

길긷긷

긯긯긴

깫깺깳깨깹깮깴깳긥깺깳깫깷깪깪깿깪깗깪깸깪깷깻깪긭깦깩깩깷깪깸깸긥깦깸깸깪깹긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깋깷깴깿깪깳긭깫깦깱깸깪긮김

긹긺긻

긹긺긼

긹긺긽

긹긺긾

긹긻긵

긯긯긴

깫깺깳깨깹깮깴깳긥깸깪깹깑깮깶깺깮깩깦깹깮깴깳깙깭깷깪깸깭깴깱깩긭깦깩깩깷깪깸깸긥깦깸깸깪깹긱긥깺깮깳깹긷긺긻긥깹깭깷깪깸깭깴깱깩긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깑깮깶깺깮깩깦깹깮깴깳깙깭깷깪깸깭깴깱깩긭깹깭깷깪깸깭깴깱깩긮김

긺긵긷

긺긵길

긺긵긹

긺긵긺

긺긵긻



LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

긯긯긴

깫깺깳깨깹깮깴깳긥깩깮깸깦깧깱깪깗깪깸깪깷깻깪깘깹깦깧깱깪깗깦깹깪긭깦깩깩깷깪깸깸긥깦깸깸깪깹긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깘깹깦깧깱깪깗깦깹깪깇깴깷깷깴깼깮깳깬깊깳깦깧깱깪깩긭깫깦깱깸깪긮김

길긽길

길긽긹

길긽긺

길긽긻

길긽긼

긯긯긴

깫깺깳깨깹깮깴깳긥깦깨깹깮깻깦깹깪깗깪깸깪깷깻깪긭깦깩깩깷깪깸깸긥깦깸깸깪깹긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깆깨깹깮깻깪긭깹깷깺깪긮김

길긾긼

길긾긽

길긾긾

긹긵긵

긹긵긶

긯긯긴

깫깺깳깨깹깮깴깳긥깸깪깹깑깮깶깺깮깩깦깹깮깴깳깇깴깳깺깸긭깦깩깩깷깪깸깸긥깦깸깸깪깹긱긥깺깮깳깹긷긺긻긥깧깴깳깺깸긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깑깮깶깺깮깩깦깹깮깴깳깇깴깳깺깸긭깧깴깳깺깸긮김

긺긶긼

긺긶긽

긺긶긾

긺긷긵

긺긷긶



LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

긯긯긴

깫깺깳깨깹깮깴깳긥깫깷깪깪깿깪깗깪깸깪깷깻깪긭깦깩깩깷깪깸깸긥깦깸깸깪깹긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깋깷깴깿깪깳긭깹깷깺깪긮김

긹긹긷

긹긹길

긹긹긹

긹긹긺

긹긹긻

긯긯긴

깫깺깳깨깹깮깴깳긥깸깪깹깗깪깸깪깷깻깪깉깪깨깮깲깦깱깸긭깦깩깩깷깪깸깸긥깦깸깸깪깹긱긥깺깮깳깹긷긺긻긥깩깪깨깮깲깦깱깸긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깉깪깨깮깲깦깱깸긭깩깪깨깮깲깦깱깸긮김

긺길긷

긺길길

긺길긹

긺길긺

긺길긻

긯긯긴

깫깺깳깨깹깮깴깳긥깸깪깹깑깹깻긭깦깩깩깷깪깸깸긥깦깸깸깪깹긱긥깺깮깳깹긷긺긻긥깱깹깻긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깑깹깻긭깱깹깻긮김

긹긼긶

긹긼긷

긹긼길

긹긼긹

긹긼긺



LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

긯긯긴

깫깺깳깨깹깮깴깳긥깸깪깹깗깪깸깪깷깻깪깋깦깨깹깴깷긭깦깩깩깷깪깸깸긥깦깸깸깪깹긱긥깺깮깳깹긷긺긻긥깷깪깸깪깷깻깪깋깦깨깹깴깷긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깗깪깸깪깷깻깪깋깦깨깹깴깷긭깷깪깸깪깷깻깪깋깦깨깹깴깷긮김

긹긽긻

긹긽긼

긹긽긽

긹긽긾

긹긾긵

깺깮깳깹긷긺긻긥깱깮깶깺깮깩깦깹깮깴깳깇깴깳깺깸긥

긮긥깪깽깹깪깷깳깦깱긥깴깳깱깾깆깦깻깪깆깩깲깮깳긥꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깑깹깻긭깱깹깻긮김

길길긾

길긹긵

길긹긶

길긹긷

길긹길

깴깳깱깾깆깦깻깪깆깩깲깮깳긥

꺀긥

깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깒깦깵긥깲깪깲깴깷깾긥깨깺깷깷깪깳깹깈깴깳깫깮깬긥깂긥깵깴깴깱긳깬깪깹깈깴깳깫깮깬깺깷깦깹깮깴깳긭깦깸깸깪깹긮김긥

긥

깨깺깷깷깪깳깹깈깴깳깫깮깬긳깸깪깹깇깴깷깷깴깼깮깳깬깊깳깦깧깱깪깩긭깹깷깺깪긮김

길긵길

길긵긹

길긵긺

길긵긻

길긵긼



LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긳깸깴깱

Locations

깫깺깳깨깹깮깴깳긥깮깳깮깹깮깦깱깮깿깪긭깎깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긥깵깷깴깻깮깩깪깷긮긥깵깺깧깱깮깨긥깮깳깮깹깮깦깱깮깿깪깷긥꺀긥

깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긥깂긥깵깷깴깻깮깩깪깷김긥

깵깴깴깱긥깂긥깎깑깪깳깩깮깳깬깕깴깴깱긭깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깬깪깹깑깪깳깩깮깳깬깕깴깴깱긭긮긮김

꺂

긶긾긼

긶긾긽

긶긾긾

긷긵긵



Analysis 긶깫긷긾깦깫깨깨긲긹깨깦긵긲긹긹깩긺긲깧긺깧긶긲깪긶긽깧깦깫긺깫깪긶깦긾

Started

Finished Thu Sep 24 2020 11:58:54 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깘깹깴깷깦깬깪긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 1

ISSUES

MEDIUM

SWC-110

An assertion violation was triggered.
It is possible to trigger an assertion violation. Note that Solidity assert() statements should only be used to check invariants. Review the transaction trace generated for this issue and
either make sure your program logic is correct, or use require() instead of assert() if your goal is to constrain user inputs or enforce preconditions. Remember to validate inputs from both
callers (for instance, via passed arguments) and callees (for instance, via return values).

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깱깴깬깮깨긴깗깪깸깪깷깻깪깑깴깬깮깨긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱깘깹깴깷깦깬깪긳깸깴깱

Locations

꺀

깷깪깶깺깮깷깪긭긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깘깙깆깇깑깊긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮긥꺁꺁긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깛깆깗깎깆깇깑깊긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮긱긥

깊깷깷깴깷깸긳깎깓깛깆깑깎깉깤깎깓깙깊깗깊깘깙깤깗깆깙깊깤깒깔깉깊깤깘깊깑깊깈깙깊깉

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깚깸깪깷깈깴깳깫깮깬깺깷깦깹깮깴깳꺂긥깫깷깴깲긥긬긳긳긴깱깮깧깷깦깷깮깪깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깚깸깪깷깈깴깳깫깮깬깺깷깦깹깮깴깳긳깸깴깱긬김

긶

긷

길

긹



Analysis 깨깩깩깦긻깩깧깪긲깩긽긶깦긲긹긹깪깫긲깧깧긼긹긲길깦깦긻긽긼긺깨깫긹깦깫

Started

Finished Thu Sep 24 2020 11:58:59 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깮깧깷깦깷깮깪깸긴깈깴깳깫깮깬깺깷깦깹깮깴깳긴깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 1

ISSUES

MEDIUM

SWC-110

An assertion violation was triggered.
It is possible to trigger an assertion violation. Note that Solidity assert() statements should only be used to check invariants. Review the transaction trace generated for this issue and
either make sure your program logic is correct, or use require() instead of assert() if your goal is to constrain user inputs or enforce preconditions. Remember to validate inputs from both
callers (for instance, via passed arguments) and callees (for instance, via return values).

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깱깴깬깮깨긴깗깪깸깪깷깻깪깑깴깬깮깨긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깗깪깸깪깷깻깪깈깴깳깫깮깬깺깷깦깹깮깴깳긳깸깴깱

Locations

꺀

깷깪깶깺깮깷깪긭긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깘깙깆깇깑깊긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮긥꺁꺁긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깛깆깗깎깆깇깑깊긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮긱긥

깊깷깷깴깷깸긳깎깓깛깆깑깎깉깤깎깓깙깊깗깊깘깙깤깗깆깙깊깤깒깔깉깊깤깘깊깑깊깈깙깊깉

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깘깦깫깪깒깦깹깭꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱긬김

긶

긷

길

긹



Analysis 깨긾긵긹긻깪깨긺긲깫긼긹긻긲긹긽길길긲긾긺깩길긲깨깫긾긼긹긽깫긵깪깦깦깦

Started

Finished Thu Sep 24 2020 11:59:03 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깮깧깷깦깷깮깪깸긴깈깴깳깫깮깬깺깷깦깹깮깴깳긴깚깸깪깷깈깴깳깫깮깬깺깷깦깹깮깴깳긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 1

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깚깸깪깷깈깴깳깫깮깬깺깷깦깹깮깴깳긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깘깦깫깪깒깦깹깭꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱긬김

긶

긷

길

긹



Analysis 긺깩깦깨깪길깨긺긲긺긾깨긽긲긹깨긺긾긲긽길긼깦긲긷길깨길긼긷깪긺긻긻깫길

Started

Finished Thu Sep 24 2020 11:59:05 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깮깧깷깦깷깮깪깸긴깍깪깱깵깪깷깸긴깊깷깷깴깷깸긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 1

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깭깪깱깵깪깷깸긴깊깷깷깴깷깸긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

긴긯긯

긶

긷

길

긹



Analysis 길깨길깧긾긹긶긻긲긷긾긽길긲긹긾긾긷긲깦긵긽긹긲긼깦긺긻긹깪긷긼긵긷긾긻

Started

Finished Thu Sep 24 2020 11:59:08 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깮깧깷깦깷깮깪깸긴깍깪깱깵깪깷깸긴깍깪깱깵깪깷깸긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 7

ISSUES

MEDIUM

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they're part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깭깪깱깵깪깷깸긴깍깪깱깵깪깷깸긳깸깴깱

Locations

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깉깪깧깹깙깴깰깪깳깇깦깸깪꺂긥깫깷깴깲긥긬긳긳긴긳긳긴깹깴깰깪깳깮깿깦깹깮깴깳긴깧깦깸깪긴깉깪깧깹깙깴깰깪깳깇깦깸깪긳깸깴깱긬김

긶

긷

길

긹



LOW

SWC-107

Read of persistent state following external call.
The contract account state is accessed after an external call. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is untrusted.
Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김긥

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

깵깷깴깽깾긳깺깵깬깷깦깩깪깙깴깆깳깩깈깦깱깱긭깳깪깼깆깩깩깷깪깸깸긱긥깵깦깷깦깲깸긮김

꺂

꺂

긶길긻

긶길긼

긶길긽

긶길긾

긶긹긵



LOW

SWC-131

Unused function parameter "from".
The value of the function parameter "from" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "to".
The value of the function parameter "to" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "amount".
The value of the function parameter "amount" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긷긹긼

긷긹긽

긷긹긾

긷긺긵

긷긺긶

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹긥

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

긷긹긽

긷긹긾

긷긺긵

긷긺긶

긷긺긷

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

꺂

긷긹긾

긷긺긵

긷긺긶

긷긺긷

긷긺길



Analysis 긻긵긷긷깦긷긽깪긲긾깧긽긼긲긹긾긽긼긲깦긾깩긻긲깩깨긶긼긷긾긵깫깧긷깧긽

Started

Finished Thu Sep 24 2020 11:59:12 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깮깧깷깦깷깮깪깸긴깑깴깬깮깨긴까깪깳깪깷깮깨깑깴깬깮깨긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 1

ISSUES

MEDIUM

SWC-110

An assertion violation was triggered.
It is possible to trigger an assertion violation. Note that Solidity assert() statements should only be used to check invariants. Review the transaction trace generated for this issue and
either make sure your program logic is correct, or use require() instead of assert() if your goal is to constrain user inputs or enforce preconditions. Remember to validate inputs from both
callers (for instance, via passed arguments) and callees (for instance, via return values).

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깱깴깬깮깨긴깗깪깸깪깷깻깪깑깴깬깮깨긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깱깴깬깮깨긴까깪깳깪깷깮깨깑깴깬깮깨긳깸깴깱

Locations

꺀

깷깪깶깺깮깷깪긭긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깘깙깆깇깑깊긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮긥꺁꺁긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깛깆깗깎깆깇깑깊긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮긱긥

깊깷깷깴깷깸긳깎깓깛깆깑깎깉깤깎깓깙깊깗깊깘깙깤깗깆깙깊깤깒깔깉깊깤깘깊깑깊깈깙깊깉

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김

깵깷깦깬깲깦긥깪깽깵깪깷깮깲깪깳깹깦깱긥깆깇깎깊깳깨깴깩깪깷깛긷김

긶

긷

길



Analysis 깪긵긼긶깩긺긽긷긲깪긵깦긺긲긹긻긺깨긲깧긾긹긾긲긹깪깩깧긵긷긻긷길깨긾깩

Started

Finished Thu Sep 24 2020 11:59:16 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깮깧깷깦깷깮깪깸긴깑깴깬깮깨긴깗깪깸깪깷깻깪깑깴깬깮깨긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 1

ISSUES

MEDIUM

SWC-110

An assertion violation was triggered.
It is possible to trigger an assertion violation. Note that Solidity assert() statements should only be used to check invariants. Review the transaction trace generated for this issue and
either make sure your program logic is correct, or use require() instead of assert() if your goal is to constrain user inputs or enforce preconditions. Remember to validate inputs from both
callers (for instance, via passed arguments) and callees (for instance, via return values).

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깱깴깬깮깨긴깗깪깸깪깷깻깪깑깴깬깮깨긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깱깴깬깮깨긴깗깪깸깪깷깻깪깑깴깬깮깨긳깸깴깱

Locations

꺀

깷깪깶깺깮깷깪긭긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깘깙깆깇깑깊긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮긥꺁꺁긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깛깆깗깎깆깇깑깊긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮긱긥

깊깷깷깴깷깸긳깎깓깛깆깑깎깉깤깎깓깙깊깗깊깘깙깤깗깆깙깊깤깒깔깉깊깤깘깊깑깊깈깙깊깉

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깘깦깫깪깒깦깹깭꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱긬김

긶

긷

길

긹



Analysis 깧긺긼긷길깦깧긺긲긻긼긷긺긲긹긺긹긶긲깦깫긵깧긲깫긵긼깨긼긻긵긹긶긼깨긹

Started

Finished Thu Sep 24 2020 11:59:21 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깮깧깷깦깷깮깪깸긴깑깴깬깮깨긴깛깦깱깮깩깦깹깮깴깳깑깴깬깮깨긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 4

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깱깴깬깮깨긴깛깦깱깮깩깦깹깮깴깳깑깴깬깮깨긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "from".
The value of the function parameter "from" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김

깵깷깦깬깲깦긥깪깽깵깪깷깮깲깪깳깹깦깱긥깆깇깎깊깳깨깴깩깪깷깛긷김

긶

긷

길

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긷긹긼

긷긹긽

긷긹긾

긷긺긵

긷긺긶



LOW

SWC-131

Unused function parameter "to".
The value of the function parameter "to" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "amount".
The value of the function parameter "amount" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹긥

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

긷긹긽

긷긹긾

긷긺긵

긷긺긶

긷긺긷

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

꺂

긷긹긾

긷긺긵

긷긺긶

긷긺긷

긷긺길



Analysis 긼긵깧깫긷깨깫깧긲긾깩긹깨긲긹긵긽깫긲깦긹긺긷긲긻깦긹긵긵긺긻긶깩긶긵긻

Started

Finished Thu Sep 24 2020 11:59:26 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깮깧깷깦깷깮깪깸긴깒깦깹깭긴깒깦깹깭깚깹깮깱깸긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 1

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깒깦깹깭깚깹깮깱깸긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깘깦깫깪깒깦깹깭꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱긬김

긶

긷

길

긹



Analysis 깪긺긻깩깩긽긵긾긲깪깩깩긻긲긹긵길깦긲긾긾긺긹긲긹깪깧긽깨깧긷긾긽긺긽긽

Started

Finished Thu Sep 24 2020 11:59:28 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깒깦깹깭긴깕깪깷깨깪깳깹깦깬깪깒깦깹깭긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 1

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깲깦깹깭긴깕깪깷깨깪깳깹깦깬깪깒깦깹깭긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깊깷깷깴깷깸꺂긥깫깷깴깲긥긬긳긳긴깭깪깱깵깪깷깸긴깊깷깷깴깷깸긳깸깴깱긬김

긶

긷

길

긹



Analysis 길긻긺긻깫긵긻긹긲깧긺긹깦긲긹깦긵긶긲깦깩긶긶긲긾긵긽깩길깩깦길긽깧긶깧

Started

Finished Thu Sep 24 2020 11:59:30 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깑깮깧깷깦깷깮깪깸긴깒깦깹깭긴깘깦깫깪깒깦깹깭긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 0

ISSUES



Analysis 긷긷긺긶깪긶긵긺긲깦깨깪긹긲긹깨긹긶긲깦긾긵긼긲긽긷긼깫긷긶긷긹긺긶깪깨

Started

Finished Thu Sep 24 2020 11:59:32 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깒깦깹깭긴깜깦깩깗깦깾깒깦깹깭긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 1

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깲깦깹깭긴깜깦깩깗깦깾깒깦깹깭긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깊깷깷깴깷깸꺂긥깫깷깴깲긥긬긳긳긴깭깪깱깵깪깷깸긴깊깷깷깴깷깸긳깸깴깱긬김

긶

긷

길

긹



Analysis 긽긺긷깫깪긾깪깪긲긶긹긺긼긲긹긵긽긾긲깧길깦긷긲긶긾긽긼긹깦긶깨긶깫긷깦

Started

Finished Thu Sep 24 2020 11:59:34 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깒깮깸깨긴깆깦깻깪깕깷깴깹깴깨깴깱깙깪깸깹깍깪깱깵깪깷깸긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 4

ISSUES

MEDIUM

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they're part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깲깮깸깨긴깆깦깻깪깕깷깴깹깴깨깴깱깙깪깸깹깍깪깱깵깪깷깸긳깸깴깱

Locations

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김

깵깷깦깬깲깦긥깪깽깵깪깷깮깲깪깳깹깦깱긥깆깇깎깊깳깨깴깩깪깷깛긷김

긶

긷

길



LOW

SWC-107

Read of persistent state following external call.
The contract account state is accessed after an external call. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is untrusted.
Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김긥

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

깵깷깴깽깾긳깺깵깬깷깦깩깪깙깴깆깳깩깈깦깱깱긭깳깪깼깆깩깩깷깪깸깸긱긥깵깦깷깦깲깸긮김

꺂

꺂

긶길긻

긶길긼

긶길긽

긶길긾

긶긹긵



Analysis 긷긷깩긵깨긵깧깦긲긻깨깧긻긲긹깫깩깫긲긽깫깨긹긲긽깩깦긺긶긹깦긵긶깪깩긽

Started

Finished Thu Sep 24 2020 11:59:37 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깒깮깸깨긴깆깩깩깷깪깸깸긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 0

ISSUES



Analysis 깧깫깩긵긺긻깦깪긲깦긽긾긽긲긹긽긹깩긲긾긾긾긻긲긵깩긻깧깪긷긷긷긵깩긺길

Started

Finished Thu Sep 24 2020 11:59:39 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깒깮깸깨긴깈깭깦깮깳깱깮깳깰깕깷깴깽깾깕깷깮깨깪깕깷깴깻깮깩깪깷긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 3

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깲깮깸깨긴깈깭깦깮깳깱깮깳깰깕깷깴깽깾깕깷깮깨깪깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깲깮깸깨긴깈깭깦깮깳깱깮깳깰깕깷깴깽깾깕깷깮깨깪깕깷깴깻깮깩깪깷긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깔깼깳깦깧깱깪꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깦깨깨깪깸깸긴깔깼깳깦깧깱깪긳깸깴깱긬김

긶

긷

길

긹

긴긴긥깎깫긥깹깭깪깷깪긥깮깸긥깳깴긥깷깪깬깮깸깹깪깷깪깩긥깸깴깺깷깨깪긥깫깴깷긥깹깭깪긥깦깸깸깪깹긱긥깨깦깱깱긥깹깭깪긥깫깦깱깱깧깦깨깰깔깷깦깨깱깪

깮깫긥긭깦깩깩깷깪깸깸긭깸깴깺깷깨깪긮긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀

깷깪깹깺깷깳긥깤깫깦깱깱깧깦깨깰깔깷깦깨깱깪긳깬깪깹깆깸깸깪깹깕깷깮깨깪긭깦깸깸깪깹긮김

꺂긥깪깱깸깪긥꺀

깮깳깹긷긺긻긥깵깷깮깨깪긥깂긥깎깈깭깦깮깳깱깮깳깰깆깬깬깷깪깬깦깹깴깷긭깸깴깺깷깨깪긮긳깱깦깹깪깸깹깆깳깸깼깪깷긭긮김

긽긵

긽긶

긽긷

긽길

긽긹



LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깲깮깸깨긴깈깭깦깮깳깱깮깳깰깕깷깴깽깾깕깷깮깨깪깕깷깴깻깮깩깪깷긳깸깴깱

Locations

긴긴긥깎깫긥깹깭깪깷깪긥깮깸긥깳깴긥깷깪깬깮깸깹깪깷깪깩긥깸깴깺깷깨깪긥깫깴깷긥깹깭깪긥깦깸깸깪깹긱긥깨깦깱깱긥깹깭깪긥깫깦깱깱깧깦깨깰깔깷깦깨깱깪

깮깫긥긭깦깩깩깷깪깸깸긭깸깴깺깷깨깪긮긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀

깷깪깹깺깷깳긥깤깫깦깱깱깧깦깨깰깔깷깦깨깱깪긳깬깪깹깆깸깸깪깹깕깷깮깨깪긭깦깸깸깪깹긮김

꺂긥깪깱깸깪긥꺀

깮깳깹긷긺긻긥깵깷깮깨깪긥깂긥깎깈깭깦깮깳깱깮깳깰깆깬깬깷깪깬깦깹깴깷긭깸깴깺깷깨깪긮긳깱깦깹깪깸깹깆깳깸깼깪깷긭긮김

긽긵

긽긶

긽긷

긽길

긽긹



Analysis 긼깧긻긾깦긵긽깨긲깪깩긻긵긲긹긻깫깦긲긽긽깪긻긲깦깫긺길긼깫깩긾긷긾깫깧

Started

Finished Thu Sep 24 2020 11:59:41 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깒깮깸깨긴깎깊깗깈긷긵깉깪깹깦깮깱깪깩깇깾깹깪깸긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 1

ISSUES

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깲깮깸깨긴깎깊깗깈긷긵깉깪깹깦깮깱깪깩깇깾깹깪깸긳깸깴깱

Locations

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깨깴깳깹깷깦깨깹긥깎깊깗깈긷긵깉깪깹깦깮깱깪깩깇깾깹깪깸긥꺀

긶

긷

길

긹



Analysis 긵긽긾긵깨긻긵긹긲긹긷긽긻긲긹깧긾긺긲깦긻깪깫긲긶깧깩긹긺깪깧깧깩깩긻긾

Started

Finished Thu Sep 24 2020 11:59:43 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깒깮깸깨긴깘깦깫깪깊깗깈긷긵긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 0

ISSUES



Analysis 긺긽긼깫깩긾긵긹긲긹깦깪긽긲긹깫긺긽긲깦길긻깫긲길긽긶깦깪긾깫깧긾긾깫긶

Started

Finished Thu Sep 24 2020 11:59:45 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깒깮깸깨긴깜깦깱깱깪깹깇깦깱깦깳깨깪깕깷깴깻깮깩깪깷긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 4

ISSUES

MEDIUM

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they're part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깲깮깸깨긴깜깦깱깱깪깹깇깦깱깦깳깨깪깕깷깴깻깮깩깪깷긳깸깴깱

Locations

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깆깩깩깷깪깸깸꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깺깹깮깱깸긴깆깩깩깷깪깸깸긳깸깴깱긬김

긶

긷

길

긹



LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김긥

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

깵깷깴깽깾긳깺깵깬깷깦깩깪깙깴깆깳깩깈깦깱깱긭깳깪깼깆깩깩깷깪깸깸긱긥깵깦깷깦깲깸긮김

꺂

꺂

긶길긻

긶길긼

긶길긽

긶길긾

긶긹긵



Analysis 긺깪긾깧긺깫긺긾긲긼깨깧깩긲긹깫깧긼긲깦깩깧길긲깫긹길긼긵긹깪깦긷깦길긶

Started Thu Sep 24 2020 12:00:00 GMT+0000 (Coordinated Universal Time)

Finished Thu Sep 24 2020 12:45:27 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깙깴깰깪깳깮깿깦깹깮깴깳긴깆깙깴깰깪깳긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

4 4 51

ISSUES

HIGH

SWC-101

The arithmetic operation can overflow.
It is possible to cause an arithmetic overflow. Prevent the overflow by constraining inputs using the require() statement or use the OpenZeppelin SafeMath library for integer arithmetic
operations. Refer to the transaction trace generated for this issue to reproduce the overflow.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깒깦깹깭깚깹깮깱깸긳깸깴깱

Locations

꺂긥

긥

깺깮깳깹긷긺긻긥깪깽깵깒깮깳깺깸깔깳깪긥깂긥깪깽깵긥긲긥긶김긥

긥

깺깮깳깹긷긺긻긥깪깽깵깒깮깳깺깸깙깼깴긥깂긥깪깽깵긥깃긥긷긥깄긥깪깽깵긥긲긥긷긥긿긥긵김

긺긻

긺긼

긺긽

긺긾

긻긵



HIGH

SWC-112

The contract delegates execution to another contract with a user-supplied address.
The smart contract delegates execution to a user-supplied address.This could allow an attacker to execute arbitrary code in the context of this contract account and manipulate the state
of the contract account or execute actions on its behalf.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

HIGH

SWC-112

The contract delegates execution to another contract with a user-supplied address.
The smart contract delegates execution to a user-supplied address.This could allow an attacker to execute arbitrary code in the context of this contract account and manipulate the state
of the contract account or execute actions on its behalf.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

긴긴깸깴깱깮깺깲긲깩깮깸깦깧깱깪긲깳깪깽깹긲깱깮깳깪

긭깧깴깴깱긥깸깺깨깨깪깸깸긱긥깧깾깹깪깸긥깲깪깲깴깷깾긥깷깪깸깺깱깹긮긥깂긥깨깴깱깱깦깹깪깷깦깱깒깦깳깦깬깪깷긳깩깪깱깪깬깦깹깪깨깦깱깱긭긥

깦깧깮긳깪깳깨깴깩깪깜깮깹깭깘깮깬깳깦깹깺깷깪긭

긬깱깮깶깺깮깩깦깹깮깴깳깈깦깱깱긭깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깺깮깳깹긷긺긻긱깧깴깴깱긮긬긱긥

깨깴깱깱깦깹깪깷깦깱긱긥

깦깸깸깪깹긱긥

깺깸깪깷긱긥

깵깺깷깨깭깦깸깪깆깲깴깺깳깹긱긥

깷깪깨깪깮깻깪깆깙깴깰깪깳긥

긮

긮김

깷깪깶깺깮깷깪긭깸깺깨깨깪깸깸긱긥깊깷깷깴깷깸긳깑깎깖깚깎깉깆깙깎깔깓깤깈깆깑깑깤깋깆깎깑깊깉긮김

긹긺긼

긹긺긽

긹긺긾

긹긻긵

긹긻긶

긹긻긷

긹긻길

긹긻긹

긹긻긺

긹긻긻

긹긻긼

긹긻긽

긹긻긾

긴긴깸깴깱깮깺깲긲깩깮깸깦깧깱깪긲깳깪깽깹긲깱깮깳깪

긭깧깴깴깱긥깸깺깨깨깪깸깸긱긥깧깾깹깪깸긥깲깪깲깴깷깾긥깷깪깸깺깱깹긮긥깂긥깨깴깱깱깦깹깪깷깦깱깒깦깳깦깬깪깷긳깩깪깱깪깬깦깹깪깨깦깱깱긭긥

깦깧깮긳깪깳깨깴깩깪깜깮깹깭깘깮깬깳깦깹깺깷깪긭

긬깷깪깵깦깾깜깮깹깭깈깴깱깱깦깹깪깷깦깱긭깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깺깮깳깹긷긺긻긱깦깩깩깷깪깸깸긱깧깾깹깪깸긮긬긱긥

깨깴깱깱깦깹깪깷깦깱긱긥

깵깷깮깳깨깮깵깦깱긱긥

깺깸깪깷긱긥

깵깷깮깳깨깮깵깦깱깆깲깴깺깳깹긱긥

깷깪깨깪깮깻깪깷긱긥

깵깦깷깦깲깸긥

긮

긮김

깷깪깶깺깮깷깪긭깸깺깨깨깪깸깸긱긥깊깷깷깴깷깸긳깋깆깎깑깊깉깤깗깊깕깆깞깤깜깎깙깍깤깈깔깑깑깆깙깊깗깆깑긮김

긺긵긹

긺긵긺

긺긵긻

긺긵긼

긺긵긽

긺긵긾

긺긶긵

긺긶긶

긺긶긷

긺긶길

긺긶긹

긺긶긺

긺긶긻

긺긶긼



HIGH

SWC-112

The contract delegates execution to another contract with a user-supplied address.
The smart contract delegates execution to a user-supplied address.This could allow an attacker to execute arbitrary code in the context of this contract account and manipulate the state
of the contract account or execute actions on its behalf.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

MEDIUM

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a user defined address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the
callee is untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

MEDIUM

SWC-110

An assertion violation was triggered.
It is possible to trigger an assertion violation. Note that Solidity assert() statements should only be used to check invariants. Review the transaction trace generated for this issue and
either make sure your program logic is correct, or use require() instead of assert() if your goal is to constrain user inputs or enforce preconditions. Remember to validate inputs from both
callers (for instance, via passed arguments) and callees (for instance, via return values).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

긴긴깸깴깱깮깺깲긲깩깮깸깦깧깱깪긲깳깪깽깹긲깱깮깳깪

긭깧깴깴깱긥깸깺깨깨깪깸깸긱긥깧깾깹깪깸긥깲깪깲깴깷깾긥깷깪깸깺깱깹긮긥깂긥깨깴깱깱깦깹깪깷깦깱깒깦깳깦깬깪깷긳깩깪깱깪깬깦깹깪깨깦깱깱긭긥

깦깧깮긳깪깳깨깴깩깪깜깮깹깭깘깮깬깳깦깹깺깷깪긭

긬깸깼깦깵깑깮깶깺깮깩깮깹깾긭깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깺깮깳깹긷긺긻긱깧깾깹깪깸긮긬긱긥

깷깪깨깪깮깻깪깷깆깩깩깷깪깸깸긱긥

깫깷깴깲깆깸깸깪깹긱긥

깹깴깆깸깸깪깹긱긥

깦깲깴깺깳깹깙깴깘깼깦깵긱긥

깵깦깷깦깲깸긥

긮

긮김

깷깪깶깺깮깷깪긭깸깺깨깨깪깸깸긱긥깊깷깷깴깷깸긳깋깆깎깑깊깉깤깈깔깑깑깆깙깊깗깆깑깤깘깜깆깕긮김

긻긷긵

긻긷긶

긻긷긷

긻긷길

긻긷긹

긻긷긺

긻긷긻

긻긷긼

긻긷긽

긻긷긾

긻길긵

긻길긶

긻길긷

꺂긥

긥

깤깫깱깦깸깭깑깮깶깺깮깩깦깹깮깴깳깑깴깨깰깪깩긥깂긥깫깦깱깸깪김

꺂

긺긷길

긺긷긹

긺긷긺

긺긷긻

긭깺깮깳깹긷긺긻긥깸깹깦깧깱깪깉깪깧깹긱긥깺깮깳깹긷긺긻긥깻깦깷깮깦깧깱깪깉깪깧깹긮긥깂긥깍깪깱깵깪깷깸긳깬깪깹깚깸깪깷깈깺깷깷깪깳깹깉깪깧깹긭깲깸깬긳깸깪깳깩깪깷긱긥깷깪깸깪깷깻깪긮김긥

긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긥깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긥깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깷깦깹깪깒깴깩깪긮김긥

긥

깛깦깱깮깩깦깹깮깴깳깑깴깬깮깨긳깻깦깱깮깩깦깹깪깘깼깦깵깗깦깹깪깒깴깩깪긭

길긶긼

길긶긽

길긶긾

길긷긵

길긷긶



MEDIUM

SWC-110

An assertion violation was triggered.
It is possible to trigger an assertion violation. Note that Solidity assert() statements should only be used to check invariants. Review the transaction trace generated for this issue and
either make sure your program logic is correct, or use require() instead of assert() if your goal is to constrain user inputs or enforce preconditions. Remember to validate inputs from both
callers (for instance, via passed arguments) and callees (for instance, via return values).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

MEDIUM

SWC-110

An assertion violation was triggered.
It is possible to trigger an assertion violation. Note that Solidity assert() statements should only be used to check invariants. Review the transaction trace generated for this issue and
either make sure your program logic is correct, or use require() instead of assert() if your goal is to constrain user inputs or enforce preconditions. Remember to validate inputs from both
callers (for instance, via passed arguments) and callees (for instance, via return values).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깆깙깴깰깪깳긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

긭깺깮깳깹긷긺긻긥깸깹깦깧깱깪깉깪깧깹긱긥깺깮깳깹긷긺긻긥깻깦깷깮깦깧깱깪깉깪깧깹긮긥깂긥깍깪깱깵깪깷깸긳깬깪깹깚깸깪깷깈깺깷깷깪깳깹깉깪깧깹긭깴깳깇깪깭깦깱깫깔깫긱긥깷깪깸깪깷깻깪긮김긥

긥

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긥깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긥깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깷깦깹깪깒깴깩깪긮김긥

긥

긴긴깩깪깫깦깺깱깹긥깹깴긥깲깦깽긥깦깲깴깺깳깹

긷긻긶

긷긻긷

긷긻길

긷긻긹

긷긻긺

깮깫긥긭

깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긭깻깦깷깸긳깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깘깙깆깇깑깊긥

긮긥꺀긥

깨깺깷깷깪깳깹깘깹깦깧깱깪깗깦깹깪긥깂긥깷깪깸깪깷깻깪긳깨깺깷깷깪깳깹깘깹깦깧깱깪깇깴깷깷깴깼깗깦깹깪김

긾긵긹

긾긵긺

긾긵긻

긾긵긼

긾긵긽

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵꺂긥깫깷깴깲긥긬긳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱긬김

긶

긷

길

긹

긮긥깪깽깹깪깷깳깦깱긥깴깻깪깷깷깮깩깪긥깻깮깪깼긥깷깪깹깺깷깳깸긥긭깺깮깳깹긷긺긻긮긥꺀

깷깪깹깺깷깳

깤깧깴깷깷깴깼깆깱깱깴깼깦깳깨깪깠깤깷깪깸깪깷깻깪깸깠깦깸깸깪깹깢긳깬깪깹깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮깢깠깫깷깴깲깚깸깪깷깢깠깹깴깚깸깪깷깢김

꺂

긶긼긻

긶긼긼

긶긼긽

긶긼긾



LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깚깸깪깷깈깴깳깫깮깬깺깷깦깹깮깴깳긳깸깴깱

Locations

깦깩깩깷깪깸깸긥깩깪깧깹깙깴깰깪깳긥깂긥깤깷깪깸깪깷깻깪깸깠깦깸깸깪깹깢긳깬깪깹깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긮김긥

긥

깤깧깴깷깷깴깼깆깱깱깴깼깦깳깨깪깠깩깪깧깹깙깴깰깪깳깢깠깲깸깬긳깸깪깳깩깪깷깢깠깺깸깪깷깢긥깂긥깦깲깴깺깳깹김

깪깲깮깹긥깇깴깷깷깴깼깆깱깱깴깼깦깳깨깪깉깪깱깪깬깦깹깪깩긭깦깸깸깪깹긱긥깲깸깬긳깸깪깳깩깪깷긱긥깺깸깪깷긱긥깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긱긥깦깲깴깺깳깹긮김

꺂

긶긾긺

긶긾긻

긶긾긼

긶긾긽

긶긾긾

긮김긥

긥

깤깺깸깪깷깸깈깴깳깫깮깬깠깲깸깬긳깸깪깳깩깪깷깢긳깸깪깹깚깸깮깳깬깆깸깈깴깱깱깦깹깪깷깦깱긭깷깪깸깪깷깻깪긳깮깩긱긥깺깸깪깆깸깈깴깱깱깦깹깪깷깦깱긮김긥

긥

깮깫긥긭깺깸깪깆깸깈깴깱깱깦깹깪깷깦깱긮긥꺀

긹긷긽

긹긷긾

긹길긵

긹길긶

긹길긷

긮긥깮깳깹깪깷깳깦깱긥꺀긥

깸깪깱깫긳깩깦깹깦긥깂

긭깸깪깱깫긳깩깦깹깦긥긫긥꺃긭긶긥깁깁긥긭깷깪깸깪깷깻깪깎깳깩깪깽긥긯긥긷긥기긥긶긮긮긮긥꺁

긭깺깮깳깹긷긺긻긭깤깺깸깮깳깬깆깸깈깴깱깱깦깹깪깷깦깱긥깄긥긶긥긿긥긵긮긥깁깁긥긭깷깪깸깪깷깻깪깎깳깩깪깽긥긯긥긷긥기긥긶긮긮김

꺂

긹긻

긹긼

긹긽

긹긾

긺긵



LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깚깸깪깷깈깴깳깫깮깬깺깷깦깹깮깴깳긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

깧깴깴깱긥깤깺깸깮깳깬깆깸깈깴깱깱깦깹깪깷깦깱긥

긮긥깮깳깹깪깷깳깦깱긥꺀

깸깪깱깫긳깩깦깹깦긥깂

긭깸깪깱깫긳깩깦깹깦긥긫긥꺃긭긶긥깁깁긥긭깷깪깸깪깷깻깪깎깳깩깪깽긥긯긥긷긥기긥긶긮긮긮긥꺁

긭깺깮깳깹긷긺긻긭깤깺깸깮깳깬깆깸깈깴깱깱깦깹깪깷깦깱긥깄긥긶긥긿긥긵긮긥깁깁긥긭깷깪깸깪깷깻깪깎깳깩깪깽긥긯긥긷긥기긥긶긮긮김

꺂

긹긺

긹긻

긹긼

긹긽

긹긾

긺긵

깫깺깳깨깹깮깴깳긥깤깦깩깩깗깪깸깪깷깻깪깙깴깑깮깸깹긭깦깩깩깷깪깸깸긥깦깸깸깪깹긮긥깮깳깹깪깷깳깦깱긥꺀

깧깴깴깱긥깷깪깸깪깷깻깪깆깱깷깪깦깩깾깆깩깩깪깩긥깂긥깫깦깱깸깪김

깷깪깶깺깮깷깪긭깤깷깪깸깪깷깻깪깸깑깮깸깹긳깱깪깳깬깹깭긥깁긥깒깆깝깤깓깚깒깇깊깗깤깗깊깘깊깗깛깊깘긱긥깊깷깷깴깷깸긳깓깔깤깒깔깗깊깤깗깊깘깊깗깛깊깘깤깆깑깑깔깜깊깉긮김

깫깴깷긥긭깺깮깳깹긷긺긻긥깮긥깂긥긵김긥깮긥깁긥깤깷깪깸깪깷깻깪깸깑깮깸깹긳깱깪깳깬깹깭김긥깮기기긮

깮깫긥긭깤깷깪깸깪깷깻깪깸깑깮깸깹깠깮깢긥깂깂긥깦깸깸깪깹긮긥꺀

긾긺긵

긾긺긶

긾긺긷

긾긺길

긾긺긹

꺂

깮깫긥긭긦깷깪깸깪깷깻깪깆깱깷깪깦깩깾깆깩깩깪깩긮긥꺀긥

깤깷깪깸깪깷깻깪깸깠깦깸깸깪깹깢긳깮깩긥깂긥깺깮깳깹긽긭깤깷깪깸깪깷깻깪깸깑깮깸깹긳깱깪깳깬깹깭긮김긥

깤깷깪깸깪깷깻깪깸깑깮깸깹긳깵깺깸깭긭깦깸깸깪깹긮김

꺂

긾긺긻

긾긺긼

긾긺긽

긾긺긾

긾긻긵



LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

꺂

깮깫긥긭긦깷깪깸깪깷깻깪깆깱깷깪깦깩깾깆깩깩깪깩긮긥꺀

깤깷깪깸깪깷깻깪깸깠깦깸깸깪깹깢긳깮깩긥깂긥깺깮깳깹긽긭깤깷깪깸깪깷깻깪깸깑깮깸깹긳깱깪깳깬깹깭긮김긥

깤깷깪깸깪깷깻깪깸깑깮깸깹긳깵깺깸깭긭깦깸깸깪깹긮김

꺂

긾긺긻

긾긺긼

긾긺긽

긾긺긾

긾긻긵

깮깫긥긭긦깷깪깸깪깷깻깪깆깱깷깪깦깩깾깆깩깩깪깩긮긥꺀긥

깤깷깪깸깪깷깻깪깸깠깦깸깸깪깹깢긳깮깩긥깂긥깺깮깳깹긽긭깤깷깪깸깪깷깻깪깸깑깮깸깹긳깱깪깳깬깹깭긮김

깤깷깪깸깪깷깻깪깸깑깮깸깹긳깵깺깸깭긭깦깸깸깪깹긮김

꺂

꺂

긾긺긼

긾긺긽

긾긺긾

긾긻긵

긾긻긶

긮김긥

긥

깷깪깸깪깷깻깪긳깺깵깩깦깹깪깘깹깦깹깪긭긮김긥

긥

깮깫긥긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깘깙깆깇깑깊긮긥꺀

길긷긼

길긷긽

길긷긾

길길긵

길길긶



LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

깮깫긥긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깘깙깆깇깑깊긮긥꺀

긴긴깧깺깷깳긥깸깹깦깧깱깪긥깷깦깹깪긥깹깴깰깪깳깸긱긥깲깮깳깹긥깻깦깷깮깦깧깱깪긥깷깦깹깪긥깹깴깰깪깳깸

깎깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깺깷깳긭깲깸깬긳깸깪깳깩깪깷긱긥깸깹깦깧깱깪깉깪깧깹긮김

깎깛깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깲깮깳깹긭긥

깲깸깬긳깸깪깳깩깪깷긱

길길긶

길길긷

길길길

길길긹

길길긺

꺂긥깪깱깸깪긥꺀

긴긴깩깴긥깹깭깪긥깴깵깵깴깸깮깹깪

깎깛깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깺깷깳긭긥

깲깸깬긳깸깪깳깩깪깷긱긥

깻깦깷깮깦깧깱깪깉깪깧깹긱

길길긾

길긹긵

길긹긶

길긹긷

길긹길

깲깸깬긳깸깪깳깩깪깷긱긥

깻깦깷깮깦깧깱깪깉깪깧깹긱

깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깇깴깷깷깴깼깎깳깩깪깽

긮김

깎깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깲깮깳깹긭

길긹긷

길긹길

길긹긹

길긹긺

길긹긻



LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

깮깫긥긭깮깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긥깂깂긥깗깪깸깪깷깻깪깑깴깬깮깨긳깎깳깹깪깷깪깸깹깗깦깹깪깒깴깩깪긳깘깙깆깇깑깊긮긥꺀

긴긴깧깺깷깳긥깸깹깦깧깱깪긥깷깦깹깪긥깹깴깰깪깳깸긱긥깲깮깳깹긥깻깦깷깮깦깧깱깪긥깷깦깹깪긥깹깴깰깪깳깸

깎깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깺깷깳긭깲깸깬긳깸깪깳깩깪깷긱긥깸깹깦깧깱깪깉깪깧깹긮김

깎깛깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깲깮깳깹긭긥

깲깸깬긳깸깪깳깩깪깷긱

길길긶

길길긷

길길길

길길긹

길길긺

긴긴깧깺깷깳긥깸깹깦깧깱깪긥깷깦깹깪긥깹깴깰깪깳깸긱긥깲깮깳깹긥깻깦깷깮깦깧깱깪긥깷깦깹깪긥깹깴깰깪깳깸

깎깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깺깷깳긭깲깸깬긳깸깪깳깩깪깷긱긥깸깹깦깧깱깪깉깪깧깹긮김

깎깛깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깲깮깳깹긭긥

깲깸깬긳깸깪깳깩깪깷긱긥

깸깹깦깧깱깪깉깪깧깹긱

길길긷

길길길

길길긹

길길긺

길길긻

깲깸깬긳깸깪깳깩깪깷긱긥

깸깹깦깧깱깪깉깪깧깹긱

깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깇깴깷깷깴깼깎깳깩깪깽

긮김

꺂긥깪깱깸깪긥꺀

길길긺

길길긻

길길긼

길길긽

길길긾



LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

꺂긥깪깱깸깪긥꺀

긴긴깩깴긥깹깭깪긥깴깵깵깴깸깮깹깪

깎깛깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깺깷깳긭긥

깲깸깬긳깸깪깳깩깪깷긱긥

깻깦깷깮깦깧깱깪깉깪깧깹긱긥

깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깇깴깷깷깴깼깎깳깩깪깽긥

긮김

깎깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깲깮깳깹긭긥

깲깸깬긳깸깪깳깩깪깷긱

길길긾

길긹긵

길긹긶

길긹긷

길긹길

길긹긹

길긹긺

길긹긻

길긹긼

깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깇깴깷깷깴깼깎깳깩깪깽긥

긮김

깎깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깲깮깳깹긭긥

깲깸깬긳깸깪깳깩깪깷긱긥

깻깦깷깮깦깧깱깪깉깪깧깹긱

길긹긹

길긹긺

길긹긻

길긹긼

길긹긽

깲깸깬긳깸깪깳깩깪깷긱긥

깻깦깷깮깦깧깱깪깉깪깧깹긱

깷깪깸깪깷깻깪긳깨깺깷깷깪깳깹깘깹깦깧깱깪깇깴깷깷깴깼깗깦깹깪

긮김

꺂

길긹긼

길긹긽

길긹긾

길긺긵

길긺긶



LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

긴긴깧깺깷깳긥깸깹깦깧깱깪긥깷깦깹깪긥깹깴깰깪깳깸긱긥깲깮깳깹긥깻깦깷깮깦깧깱깪긥깷깦깹깪긥깹깴깰깪깳깸

깎깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깺깷깳긭깲깸깬긳깸깪깳깩깪깷긱긥깸깹깦깧깱깪깉깪깧깹긮김

깎깛깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깲깮깳깹긭긥

깲깸깬긳깸깪깳깩깪깷긱긥

깸깹깦깧깱깪깉깪깧깹긱긥

깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깇깴깷깷깴깼깎깳깩깪깽긥

긮김

꺂긥깪깱깸깪긥꺀

긴긴깩깴긥깹깭깪긥깴깵깵깴깸깮깹깪

길길긷

길길길

길길긹

길길긺

길길긻

길길긼

길길긽

길길긾

길긹긵

꺂긥

긥

깷깪깸깪깷깻깪긳깺깵깩깦깹깪깎깳깹깪깷깪깸깹깗깦깹깪깸긭깦깸깸깪깹긱긥깷깪깸깪깷깻깪긳깦깙깴깰깪깳깆깩깩깷깪깸깸긱긥긵긱긥긵긮김긥

긥

깪깲깮깹긥깘깼깦깵긭깦깸깸깪깹긱긥깲깸깬긳깸깪깳깩깪깷긮김

길긺긶

길긺긷

길긺길

길긺긹

길긺긺

깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깇깴깷깷깴깼깎깳깩깪깽긥

긮김

깎깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깲깮깳깹긭긥

깲깸깬긳깸깪깳깩깪깷긱긥

깻깦깷깮깦깧깱깪깉깪깧깹긱긥

깷깪깸깪깷깻깪긳깨깺깷깷깪깳깹깘깹깦깧깱깪깇깴깷깷깴깼깗깦깹깪긥

긮김

꺂

길긹긹

길긹긺

길긹긻

길긹긼

길긹긽

길긹긾

길긺긵

길긺긶



LOW

SWC-107

Write to persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

꺂긥

긥

깷깪깸깪깷깻깪긳깺깵깩깦깹깪깎깳깹깪깷깪깸깹깗깦깹깪깸긭깦깸깸깪깹긱긥깷깪깸깪깷깻깪긳깦깙깴깰깪깳깆깩깩깷깪깸깸긱긥긵긱긥긵긮김긥

긥

깪깲깮깹긥깘깼깦깵긭깦깸깸깪깹긱긥깲깸깬긳깸깪깳깩깪깷긮김

길긺긶

길긺긷

길긺길

길긺긹

길긺긺

깗깪깸깪깷깻깪깑깴깬깮깨긳깗깪깸깪깷깻깪깉깦깹깦긥깸깹깴깷깦깬깪긥깷깪깸깪깷깻깪긥깂긥깤깷깪깸깪깷깻깪깸깠깦깸깸깪깹깢김긥

긥

깛깦깱깮깩깦깹깮깴깳깑깴깬깮깨긳깻깦깱깮깩깦깹깪깘깪깹깚깸깪깗깪깸깪깷깻깪깆깸깈깴깱깱깦깹깪깷깦깱긭긥

깷깪깸깪깷깻깪긱긥

깦깸깸깪깹긱긥

깤깷깪깸깪깷깻깪깸긱긥

깤깺깸깪깷깸깈깴깳깫깮깬깠깲깸깬긳깸깪깳깩깪깷깢긱긥

깤깷깪깸깪깷깻깪깸깑깮깸깹긱긥

깤깦깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깬깪깹깕깷깮깨깪깔깷깦깨깱깪긭긮

긮김긥

긥

깤깺깸깪깷깸깈깴깳깫깮깬깠깲깸깬긳깸깪깳깩깪깷깢긳깸깪깹깚깸깮깳깬깆깸깈깴깱깱깦깹깪깷깦깱긭깷깪깸깪깷깻깪긳깮깩긱긥깺깸깪깆깸깈깴깱깱깦깹깪깷깦깱긮김

긹긶긾

긹긷긵

긹긷긶

긹긷긷

긹긷길

긹긷긹

긹긷긺

긹긷긻

긹긷긼

긹긷긽

긹긷긾

긹길긵

긮긥깪깽깹깪깷깳깦깱긥깴깻깪깷깷깮깩깪긥꺀

깤깴깳깱깾깑깪깳깩깮깳깬깕깴깴깱깈깴깳깫깮깬깺깷깦깹깴깷긭긮김

깤깷깪깸깪깷깻깪깸깠깦깸깸깪깹깢긳깮깳깮깹긭긥

깦깙깴깰깪깳깆깩깩깷깪깸깸긱긥

깸깹깦깧깱깪깉깪깧깹깆깩깩깷깪깸깸긱긥

깻깦깷깮깦깧깱깪깉깪깧깹깆깩깩깷깪깸깸긱긥

깮깳깹깪깷깪깸깹깗깦깹깪깘깹깷깦깹깪깬깾깆깩깩깷깪깸깸긥

긮김

깤깦깩깩깗깪깸깪깷깻깪깙깴깑깮깸깹긭깦깸깸깪깹긮김

꺂

긽긶긻

긽긶긼

긽긶긽

긽긶긾

긽긷긵

긽긷긶

긽긷긷

긽긷길

긽긷긹

긽긷긺



LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

긴긴깸깴깱깮깺깲긲깩깮깸깦깧깱깪긲깳깪깽깹긲깱깮깳깪

긭깧깴깴깱긥깸깺깨깨깪깸깸긱긥깧깾깹깪깸긥깲깪깲깴깷깾긥깷깪깸깺깱깹긮긥깂긥깨깴깱깱깦깹깪깷깦깱깒깦깳깦깬깪깷긳깩깪깱깪깬깦깹깪깨깦깱깱긭긥

깦깧깮긳깪깳깨깴깩깪깜깮깹깭깘깮깬깳깦깹깺깷깪긭

긬깱깮깶깺깮깩깦깹깮깴깳깈깦깱깱긭깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깺깮깳깹긷긺긻긱깧깴깴깱긮긬긱긥

깨깴깱깱깦깹깪깷깦깱긱긥

깦깸깸깪깹긱긥

깺깸깪깷긱긥

깵깺깷깨깭깦깸깪깆깲깴깺깳깹긱긥

깷깪깨깪깮깻깪깆깙깴깰깪깳긥

긮

긮김

깷깪깶깺깮깷깪긭깸깺깨깨깪깸깸긱긥깊깷깷깴깷깸긳깑깎깖깚깎깉깆깙깎깔깓깤깈깆깑깑깤깋깆깎깑깊깉긮김

긹긺긼

긹긺긽

긹긺긾

긹긻긵

긹긻긶

긹긻긷

긹긻길

긹긻긹

긹긻긺

긹긻긻

긹긻긼

긹긻긽

긹긻긾

긴긴깸깴깱깮깺깲긲깩깮깸깦깧깱깪긲깳깪깽깹긲깱깮깳깪

긭깧깴깴깱긥깸깺깨깨깪깸깸긱긥깧깾깹깪깸긥깲깪깲깴깷깾긥깷깪깸깺깱깹긮긥깂긥깨깴깱깱깦깹깪깷깦깱깒깦깳깦깬깪깷긳깩깪깱깪깬깦깹깪깨깦깱깱긭긥

깦깧깮긳깪깳깨깴깩깪깜깮깹깭깘깮깬깳깦깹깺깷깪긭

긬깷깪깵깦깾깜깮깹깭깈깴깱깱깦깹깪깷깦깱긭깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깺깮깳깹긷긺긻긱깦깩깩깷깪깸깸긱깧깾깹깪깸긮긬긱긥

깨깴깱깱깦깹깪깷깦깱긱긥

깵깷깮깳깨깮깵깦깱긱긥

깺깸깪깷긱긥

깵깷깮깳깨깮깵깦깱깆깲깴깺깳깹긱긥

깷깪깨깪깮깻깪깷긱긥

깵깦깷깦깲깸긥

긮

긮김

깷깪깶깺깮깷깪긭깸깺깨깨깪깸깸긱긥깊깷깷깴깷깸긳깋깆깎깑깊깉깤깗깊깕깆깞깤깜깎깙깍깤깈깔깑깑깆깙깊깗깆깑긮김

긺긵긹

긺긵긺

긺긵긻

긺긵긼

긺긵긽

긺긵긾

긺긶긵

긺긶긶

긺긶긷

긺긶길

긺긶긹

긺긶긺

긺긶긻

긺긶긼



LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깭깪깱깵깪깷깸긴깍깪깱깵깪깷깸긳깸깴깱

Locations

LOW

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they’re part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

깷깪깹깺깷깳긥긭

깎깊깗깈긷긵긭깦깸깸깪깹긮긳깧깦깱깦깳깨깪깔깫긭깷깪깸깪깷깻깪긳깦깙깴깰깪깳깆깩깩깷깪깸깸긮긱

깎깊깗깈긷긵긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깹깴깹깦깱깘깺깵깵깱깾긭긮긱

깎깊깗깈긷긵긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깹깴깹깦깱깘깺깵깵깱깾긭긮긱긥

깷깪깸깪깷깻깪긳깨깺깷깷깪깳깹깑깮깶깺깮깩깮깹깾깗깦깹깪긱

긼긶긽

긼긶긾

긼긷긵

긼긷긶

긼긷긷

깷깪깹깺깷깳긥긭

깉깪깧깹깙깴깰깪깳깇깦깸깪긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깦깱깦깳깨깪깔깫긭깺깸깪깷긮긱

깉깪깧깹깙깴깰깪깳깇깦깸깪긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깧깦깱깦깳깨깪깔깫긭깺깸깪깷긮

긮김

꺂

긷긹

긷긺

긷긻

긷긼

긷긽

긴긴깸깴깱깮깺깲긲깩깮깸깦깧깱깪긲깳깪깽깹긲깱깮깳깪

긭깧깴깴깱긥깸깺깨깨깪깸깸긱긥깧깾깹깪깸긥깲깪깲깴깷깾긥깷깪깸깺깱깹긮긥깂긥깨깴깱깱깦깹깪깷깦깱깒깦깳깦깬깪깷긳깩깪깱깪깬깦깹깪깨깦깱깱긭긥

깦깧깮긳깪깳깨깴깩깪깜깮깹깭깘깮깬깳깦깹깺깷깪긭

긬깸깼깦깵깑깮깶깺깮깩깮깹깾긭깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깦깩깩깷깪깸깸긱깺깮깳깹긷긺긻긱깧깾깹깪깸긮긬긱긥

깷깪깨깪깮깻깪깷깆깩깩깷깪깸깸긱긥

깫깷깴깲깆깸깸깪깹긱긥

깹깴깆깸깸깪깹긱긥

깦깲깴깺깳깹깙깴깘깼깦깵긱긥

깵깦깷깦깲깸긥

긮

긮김

깷깪깶깺깮깷깪긭깸깺깨깨깪깸깸긱긥깊깷깷깴깷깸긳깋깆깎깑깊깉깤깈깔깑깑깆깙깊깗깆깑깤깘깜깆깕긮김

긻긷긵

긻긷긶

긻긷긷

긻긷길

긻긷긹

긻긷긺

긻긷긻

긻긷긼

긻긷긽

긻긷긾

긻길긵

긻길긶

긻길긷



LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깱깴깬깮깨긴깗깪깸깪깷깻깪깑깴깬깮깨긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깱깴깬깮깨긴깗깪깸깪깷깻깪깑깴깬깮깨긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깳깴깩깪깤깲깴깩깺깱깪깸긴깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱

Locations

긴긴깸깴깱깮깺깲긲깩깮깸깦깧깱깪긲깳깪깽깹긲깱깮깳깪

깮깫긥긭깹깮깲깪깸깹깦깲깵긥깂깂긥깺깮깳깹긹긵긭깧깱깴깨깰긳깹깮깲깪깸깹깦깲깵긮긮긥꺀

긴긴깮깫긥깹깭깪긥깮깳깩깪깽긥깼깦깸긥깺깵깩깦깹깪깩긥깮깳긥깹깭깪긥깸깦깲깪긥깧깱깴깨깰긱긥깳깴긥깳깪깪깩긥깹깴긥깵깪깷깫깴깷깲긥깦깳깾긥깨깦깱깨깺깱깦깹깮깴깳

깷깪깹깺깷깳긥깷깪깸깪깷깻깪긳깱깮깶깺깮깩깮깹깾깎깳깩깪깽김

꺂긥

긥

깺깮깳깹긷긺긻긥깨깺깲깺깱깦깹깪깩긥깂긥깒깦깹깭깚깹깮깱깸

긽긻

긽긼

긽긽

긽긾

긾긵

긾긶

긾긷

긾길

긴긴깸깴깱깮깺깲긲깩깮깸깦깧깱깪긲깳깪깽깹긲깱깮깳깪

깮깫긥긭깹깮깲깪깸깹깦깲깵긥깂깂긥깺깮깳깹긹긵긭깧깱깴깨깰긳깹깮깲깪깸깹깦깲깵긮긮긥꺀

긴긴깮깫긥깹깭깪긥깮깳깩깪깽긥깼깦깸긥깺깵깩깦깹깪깩긥깮깳긥깹깭깪긥깸깦깲깪긥깧깱깴깨깰긱긥깳깴긥깳깪깪깩긥깹깴긥깵깪깷깫깴깷깲긥깦깳깾긥깨깦깱깨깺깱깦깹깮깴깳

깷깪깹깺깷깳긥깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깇깴깷깷깴깼깎깳깩깪깽김

꺂긥

긥

깺깮깳깹긷긺긻긥깨깺깲깺깱깦깹깪깩긥깂긥깒깦깹깭깚깹깮깱깸

긶긵긾

긶긶긵

긶긶긶

긶긶긷

긶긶길

긶긶긹

긶긶긺

긶긶긻

긯긴

깫깺깳깨깹깮깴깳긥깸깺깧긭깺깮깳깹긷긺긻긥깦긱긥깺깮깳깹긷긺긻긥깧긱긥깸깹깷깮깳깬긥깲깪깲깴깷깾긥깪깷깷깴깷깒깪깸깸깦깬깪긮긥깮깳깹깪깷깳깦깱긥깵깺깷깪긥깷깪깹깺깷깳깸긥긭깺깮깳깹긷긺긻긮긥꺀

깷깪깶깺깮깷깪긭깧긥깁깂긥깦긱긥깪깷깷깴깷깒깪깸깸깦깬깪긮김

깺깮깳깹긷긺긻긥깨긥깂긥깦긥긲긥깧김

긺긾

긻긵

긻긶

긻긷



LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깒깦깹깭깚깹깮깱깸긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깒깦깹깭깚깹깮깱깸긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깜깦깩깗깦깾깒깦깹깭긳깸깴깱

Locations

깺깮깳깹긷긺긻긥깪깽깵긥깂긥깧깱깴깨깰긳깹깮깲깪깸깹깦깲깵긳깸깺깧긭깺깮깳깹긷긺긻긭깱깦깸깹깚깵깩깦깹깪깙깮깲깪깸깹깦깲깵긮긮김긥

긥

깮깫긥긭깪깽깵긥깂깂긥긵긮긥꺀

깷깪깹깺깷깳긥깜깦깩깗깦깾깒깦깹깭긳깷깦깾긭긮김

꺂긥

긥

깺깮깳깹긷긺긻긥깪깽깵깒깮깳깺깸깔깳깪긥깂긥깪깽깵긥긲긥긶김

긺긷

긺길

긺긹

긺긺

긺긻

긺긼

긺긽

깺깮깳깹긷긺긻긥깪깽깵깒깮깳깺깸깔깳깪긥깂긥깪깽깵긥긲긥긶김긥

긥

깺깮깳깹긷긺긻긥깪깽깵깒깮깳깺깸깙깼깴긥깂긥깪깽깵긥깃긥긷긥깄긥깪깽깵긥긲긥긷긥긿긥긵김긥

긥

깺깮깳깹긷긺긻긥깷깦깹깪깕깪깷깘깪깨깴깳깩긥깂긥깷깦깹깪긥긴긥깘깊깈깔깓깉깘깤깕깊깗깤깞깊깆깗김

긺긽

긺긾

긻긵

긻긶

긻긷

깫깺깳깨깹깮깴깳긥깼깦깩깙깴깗깦깾긭깺깮깳깹긷긺긻긥깦긮긥깮깳깹깪깷깳깦깱긥깵깺깷깪긥깷깪깹깺깷깳깸긥긭깺깮깳깹긷긺긻긮긥꺀

깺깮깳깹긷긺긻긥깷깪깸깺깱깹긥깂긥깦긥긯긥깜깆깉깤깗깆깞깤깗깆깙깎깔김

깷깪깶깺깮깷깪긭깷깪깸깺깱깹긥긴긥깜깆깉깤깗깆깞깤깗깆깙깎깔긥깂깂긥깦긱긥깊깷깷깴깷깸긳깒깚깑깙깎깕깑깎깈깆깙깎깔깓깤깔깛깊깗깋깑깔깜긮김

깷깪깹깺깷깳긥깷깪깸깺깱깹김

꺂

긶긺긻

긶긺긼

긶긺긽

긶긺긾

긶긻긵



LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깳깴깩깪깤깲깴깩깺깱깪깸긴깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깳깴깩깪깤깲깴깩깺깱깪깸긴깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깳깴깩깪깤깲깴깩깺깱깪깸긴깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱

Locations

긴긴긥깧깪깳깪깫깮깹긥깮깸긥깱깴깸깹긥깮깫긥긬깧긬긥깮깸긥깦깱깸깴긥깹깪깸깹깪깩긳

긴긴긥깘깪깪긿긥깭깹깹깵깸긿긴긴깬깮깹깭깺깧긳깨깴깲긴깔깵깪깳깟깪깵깵깪깱깮깳긴깴깵깪깳깿깪깵깵깪깱깮깳긲깨깴깳깹깷깦깨깹깸긴깵깺깱깱긴긺긷긷

깮깫긥긭깦긥깂깂긥긵긮긥꺀

깷깪깹깺깷깳긥긵김

꺂긥

긥

깺깮깳깹긷긺긻긥깨긥깂긥깦긥긯긥깧김

긼긾

긽긵

긽긶

긽긷

긽길

긽긹

긽긺

깺깮깳깹긷긺긻긥깨긥깂긥깦긥긯긥깧김

깷깪깶깺깮깷깪긭깨긥긴긥깦긥깂깂긥깧긱긥긧깘깦깫깪깒깦깹깭긿긥깲깺깱깹깮깵깱깮깨깦깹깮깴깳긥깴깻깪깷깫깱깴깼긧긮김긥

긥

깷깪깹깺깷깳긥깨김

긽긹

긽긺

긽긻

긽긼

긽긽

깺깮깳깹긷긺긻긥깨긥깂긥깦긥긯긥깧김

깷깪깶깺깮깷깪긭깨긥긴긥깦긥깂깂긥깧긱긥긧깘깦깫깪깒깦깹깭긿긥깲깺깱깹깮깵깱깮깨깦깹깮깴깳긥깴깻깪깷깫깱깴깼긧긮김긥

긥

깷깪깹깺깷깳긥깨김

긽긹

긽긺

긽긻

긽긼

긽긽



LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깜깦깩깗깦깾깒깦깹깭긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깜깦깩깗깦깾깒깦깹깭긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깳깴깩깪깤깲깴깩깺깱깪깸긴깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴깲깦깹깭긴깘깦깫깪깒깦깹깭긳깸깴깱

Locations

깺깮깳깹긷긺긻긥깷깪깸깺깱깹긥깂긥깦긥긯긥깗깆깞김긥

긥

깷깪깶깺깮깷깪긭깷깪깸깺깱깹긥긴긥깗깆깞긥깂깂긥깦긱긥깊깷깷깴깷깸긳깒깚깑깙깎깕깑깎깈깆깙깎깔깓깤깔깛깊깗깋깑깔깜긮김긥

긥

깷깪깸깺깱깹긥기깂긥깭깦깱깫깇김

긶긷긼

긶긷긽

긶긷긾

긶길긵

긶길긶

깷깪깸깺깱깹긥기깂긥깭깦깱깫깇김긥

긥

깷깪깶깺깮깷깪긭깷깪깸깺깱깹긥깃깂긥깭깦깱깫깇긱긥깊깷깷깴깷깸긳깆깉깉깎깙깎깔깓깤깔깛깊깗깋깑깔깜긮김긥

긥

깷깪깹깺깷깳긥깷깪깸깺깱깹긥긴긥깧김

긶길긶

긶길긷

긶길길

긶길긹

긶길긺

깫깺깳깨깹깮깴깳긥깦깩깩긭깺깮깳깹긷긺긻긥깦긱긥깺깮깳깹긷긺긻긥깧긮긥깮깳깹깪깷깳깦깱긥깵깺깷깪긥깷깪깹깺깷깳깸긥긭깺깮깳깹긷긺긻긮긥꺀

깺깮깳깹긷긺긻긥깨긥깂긥깦긥기긥깧김

깷깪깶깺깮깷깪긭깨긥깃깂긥깦긱긥긧깘깦깫깪깒깦깹깭긿긥깦깩깩깮깹깮깴깳긥깴깻깪깷깫깱깴깼긧긮김긥

긥

깷깪깹깺깷깳긥깨김

긷긾

길긵

길긶

길긷

길길



LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깜깦깩깗깦깾깒깦깹깭긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깜깦깩깗깦깾깒깦깹깭긳깸깴깱

Locations

LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깜깦깩깗깦깾깒깦깹깭긳깸깴깱

Locations

긯긯긴

깫깺깳깨깹깮깴깳긥깷깦깾깒깺깱긭깺깮깳깹긷긺긻긥깦긱긥깺깮깳깹긷긺긻긥깧긮긥깮깳깹깪깷깳깦깱긥깵깺깷깪긥깷깪깹깺깷깳깸긥긭깺깮깳깹긷긺긻긮긥꺀

깮깫긥긭깦긥깂깂긥긵긮긥꺀

깷깪깹깺깷깳긥긵김

꺂긥

긥

깺깮깳깹긷긺긻긥깷깪깸깺깱깹긥깂긥깦긥긯긥깧김

긾긾

긶긵긵

긶긵긶

긶긵긷

긶긵길

긶긵긹

긶긵긺

깺깮깳깹긷긺긻긥깷깪깸깺깱깹긥깂긥깦긥긯긥깧김긥

긥

깷깪깶깺깮깷깪긭깷깪깸깺깱깹긥긴긥깦긥깂깂긥깧긱긥깊깷깷깴깷깸긳깒깚깑깙깎깕깑깎깈깆깙깎깔깓깤깔깛깊깗깋깑깔깜긮김긥

긥

깷깪깸깺깱깹긥기깂긥깭깦깱깫깗깆깞김

긶긵긺

긶긵긻

긶긵긼

긶긵긽

긶긵긾

깺깮깳깹긷긺긻긥깷깪깸깺깱깹긥깂긥깦긥긯긥깧김긥

긥

깷깪깶깺깮깷깪긭깷깪깸깺깱깹긥긴긥깦긥깂깂긥깧긱긥깊깷깷깴깷깸긳깒깚깑깙깎깕깑깎깈깆깙깎깔깓깤깔깛깊깗깋깑깔깜긮김긥

긥

깷깪깸깺깱깹긥기깂긥깭깦깱깫깗깆깞김

긶긵긺

긶긵긻

긶긵긼

긶긵긽

긶긵긾



LOW

SWC-116

A control flow decision is made based on The block.timestamp environment variable.
The block.timestamp environment variable is used to determine a control flow decision. Note that the values of variables like coinbase, gaslimit, block number and timestamp are
predictable and can be manipulated by a malicious miner. Also keep in mind that attackers know hashes of earlier blocks. Don't use any of those environment variables as sources of
randomness and be aware that use of these variables introduces a certain level of trust into miners.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깜깦깩깗깦깾깒깦깹깭긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깱깪깳깩깮깳깬깵깴깴깱긴깑깪깳깩깮깳깬깕깴깴깱긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "from".
The value of the function parameter "from" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깷깪깸깺깱깹긥기깂긥깭깦깱깫깗깆깞김긥

긥

깷깪깶깺깮깷깪긭깷깪깸깺깱깹긥깃깂긥깭깦깱깫깗깆깞긱긥깊깷깷깴깷깸긳깆깉깉깎깙깎깔깓깤깔깛깊깗깋깑깔깜긮김긥

긥

깷깪깹깺깷깳긥깷깪깸깺깱깹긥긴긥깗깆깞김

긶긵긾

긶긶긵

긶긶긶

긶긶긷

긶긶길

깷깪깹깺깷깳긥긭

깎깊깗깈긷긵긭깦깸깸깪깹긮긳깧깦깱깦깳깨깪깔깫긭깷깪깸깪깷깻깪긳깦깙깴깰깪깳깆깩깩깷깪깸깸긮긱

깎깊깗깈긷긵긭깷깪깸깪깷깻깪긳깸깹깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깹깴깹깦깱깘깺깵깵깱깾긭긮긱

깎깊깗깈긷긵긭깷깪깸깪깷깻깪긳깻깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳깆깩깩깷깪깸깸긮긳깹깴깹깦깱깘깺깵깵깱깾긭긮긱

긼긶긼

긼긶긽

긼긶긾

긼긷긵

긼긷긶

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긷긹긼

긷긹긽

긷긹긾

긷긺긵

긷긺긶



LOW

SWC-131

Unused function parameter "to".
The value of the function parameter "to" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "amount".
The value of the function parameter "amount" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹긥

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

긷긹긽

긷긹긾

긷긺긵

긷긺긶

긷긺긷

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

꺂

긷긹긾

긷긺긵

긷긺긶

긷긺긷

긷긺길



Analysis 긹깩깨깧긾깫깫깦긲길긽긺긺긲긹깪긼깩긲깦깫길깦긲긺긽긹깪깫길긹깧깦긼깨긹

Started

Finished Thu Sep 24 2020 11:59:58 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깙깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 0 3

ISSUES

LOW

SWC-131

Unused function parameter "from".
The value of the function parameter "from" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "to".
The value of the function parameter "to" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긷긹긼

긷긹긽

긷긹긾

긷긺긵

긷긺긶

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹긥

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

긷긹긽

긷긹긾

긷긺긵

긷긺긶

긷긺긷



LOW

SWC-131

Unused function parameter "amount".
The value of the function parameter "amount" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

꺂

긷긹긾

긷긺긵

긷긺긶

긷긺긷

긷긺길



Analysis 긵깨긽긶길깨긺긷긲긽깩긻긵긲긹긻깦깧긲깧깫깨깦긲긽길긽긻길긷깪긷깫긽깩깩

Started

Finished Thu Sep 24 2020 12:00:01 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깙깴깰깪깳깮깿깦깹깮깴깳긴깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

1 0 6

ISSUES

HIGH

SWC-101

The arithmetic operation can overflow.
It is possible to cause an arithmetic overflow. Prevent the overflow by constraining inputs using the require() statement or use the OpenZeppelin SafeMath library for integer arithmetic
operations. Refer to the transaction trace generated for this issue to reproduce the overflow.

Source file

깨깴깳깹깷깦깨깹깸긴깱깮깧깷깦깷깮깪깸긴깲깦깹깭긴깒깦깹깭깚깹깮깱깸긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긳깸깴깱

Locations

꺂긥

긥

깺깮깳깹긷긺긻긥깪깽깵깒깮깳깺깸깔깳깪긥깂긥깪깽깵긥긲긥긶김긥

긥

깺깮깳깹긷긺긻긥깪깽깵깒깮깳깺깸깙깼깴긥깂긥깪깽깵긥깃긥긷긥깄긥깪깽깵긥긲긥긷긥긿긥긵김

긺긻

긺긼

긺긽

긺긾

긻긵

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깈깴깳깹깪깽깹꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴까깘깓긴깈깴깳깹깪깽깹긳깸깴깱긬김

긶

긷

길

긹



LOW

SWC-108

State variable visibility is not set.
It is best practice to set the visibility of state variables explicitly. The default visibility for "_timestamps" is internal. Other possible visibility settings are public and private.

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긳깸깴깱

Locations

LOW

SWC-108

State variable visibility is not set.
It is best practice to set the visibility of state variables explicitly. The default visibility for "_totalSupplyTimestamp" is internal. Other possible visibility settings are public and private.

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깘깹깦깧깱깪깉깪깧깹깙깴깰깪깳긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "from".
The value of the function parameter "from" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깺깮깳깹긷긺긻긥깵깷깮깻깦깹깪긥깤깦깻깬깘깹깦깧깱깪깗깦깹깪김

깲깦깵깵깮깳깬긭깦깩깩깷깪깸깸긥깂깃긥깺깮깳깹긹긵긮긥깤깹깮깲깪깸깹깦깲깵깸김

깺깮깳깹긹긵긥깤깹깴깹깦깱깘깺깵깵깱깾깙깮깲깪깸깹깦깲깵김

긷긶

긷긷

긷길

긷긹

깺깮깳깹긷긺긻긥깵깷깮깻깦깹깪긥깤깦깻깬깘깹깦깧깱깪깗깦깹깪김

깲깦깵깵깮깳깬긭깦깩깩깷깪깸깸긥깂깃긥깺깮깳깹긹긵긮긥깤깹깮깲깪깸깹깦깲깵깸김

깺깮깳깹긹긵긥깤깹깴깹깦깱깘깺깵깵깱깾깙깮깲깪깸깹깦깲깵김긥

긥

깨깴깳깸깹깷깺깨깹깴깷긭

긷긷

긷길

긷긹

긷긺

긷긻

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긷긹긼

긷긹긽

긷긹긾

긷긺긵

긷긺긶



LOW

SWC-131

Unused function parameter "to".
The value of the function parameter "to" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "amount".
The value of the function parameter "amount" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹긥

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

긷긹긽

긷긹긾

긷긺긵

긷긺긶

긷긺긷

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

꺂

긷긹긾

긷긺긵

긷긺긶

긷긺긷

긷긺길



Analysis 깨긼길긺깧깨긶깨긲깫깦긹깦긲긹깪긽긾긲긾긼긷긺긲깨깪깦깧깧깩긷긶길긽깧깨

Started

Finished Thu Sep 24 2020 12:00:06 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깙깴깰깪깳깮깿깦깹깮깴깳긴깛깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 7

ISSUES

MEDIUM

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they're part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깛깦깷깮깦깧깱깪깉깪깧깹깙깴깰깪깳긳깸깴깱

Locations

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깈깴깳깹깪깽깹꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴까깘깓긴깈깴깳깹깪깽깹긳깸깴깱긬김

긶

긷

길

긹



LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김긥

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

깵깷깴깽깾긳깺깵깬깷깦깩깪깙깴깆깳깩깈깦깱깱긭깳깪깼깆깩깩깷깪깸깸긱긥깵깦깷깦깲깸긮김

꺂

꺂

긶길긻

긶길긼

긶길긽

긶길긾

긶긹긵



LOW

SWC-131

Unused function parameter "from".
The value of the function parameter "from" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "to".
The value of the function parameter "to" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "amount".
The value of the function parameter "amount" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긷긹긼

긷긹긽

긷긹긾

긷긺긵

긷긺긶

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹긥

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

긷긹긽

긷긹긾

긷긺긵

긷긺긶

긷긺긷

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

꺂

긷긹긾

긷긺긵

긷긺긶

긷긺긷

긷긺길



Analysis 긹긽깩깧길긻긹깦긲긹긵긹깩긲긹긽긻긼긲깦깫깦깧긲긼긶긹길긼깦깧긶긼긵깨긵

Started

Finished Thu Sep 24 2020 12:00:14 GMT+0000 (Coordinated Universal Time)

Mode Deep

Client Tool Mythx-Cli-0.6.21

Main Source File 깈깴깳깹깷깦깨깹깸긴깙깴깰깪깳깮깿깦깹깮깴깳긴깇깦깸깪긴깉깪깧깹깙깴깰깪깳깇깦깸깪긳깘깴깱

DETECTED VULNERABILITIES

HIGH MEDIUM LOW

0 1 7

ISSUES

MEDIUM

SWC-113

Multiple calls are executed in the same transaction.
This call is executed following another call within the same transaction. It is possible that the call never gets executed if a prior call fails permanently. This might be caused intentionally
by a malicious callee. If possible, refactor the code such that each transaction only executes one external call or make sure that all callees can be trusted (i.e. they're part of your own
codebase).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-103

A floating pragma is set.
The current pragma Solidity directive is ""^0.6.8"". It is recommended to specify a fixed compiler version to ensure that the bytecode produced does not vary between builds. This is
especially important if you rely on bytecode-level verification of the code.

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깧깦깸깪긴깉깪깧깹깙깴깰깪깳깇깦깸깪긳깸깴깱

Locations

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

긴긴긥깘깕깉깝긲깑깮깨깪깳깸깪긲깎깩깪깳깹깮깫깮깪깷긿긥깦깬깵깱긲길긳긵

깵깷깦깬깲깦긥깸깴깱깮깩깮깹깾긥깣긵긳긻긳긽김긥

긥

깮깲깵깴깷깹긥꺀깈깴깳깹깪깽깹꺂긥깫깷깴깲긥긬깅깴깵깪깳깿깪깵깵깪깱깮깳긴깨깴깳깹깷깦깨깹깸긴까깘깓긴깈깴깳깹깪깽깹긳깸깴깱긬김

긶

긷

길

긹



LOW

SWC-107

Read of persistent state following external call
The contract account state is accessed after an external call to a fixed address. To prevent reentrancy issues, consider accessing the state only before the call, especially if the callee is
untrusted. Alternatively, a reentrancy lock can be used to prevent untrusted callees from re-entering the contract in an intermediate state.

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

LOW

SWC-123

Requirement violation.
A requirement was violated in a nested call and the call was reverted as a result. Make sure valid inputs are provided to the nested call (for instance, via passed arguments).

Source file

깨깴깳깹깷깦깨깹깸긴깨깴깳깫깮깬깺깷깦깹깮깴깳긴깑깪깳깩깮깳깬깕깴깴깱깆깩깩깷깪깸깸깪깸깕깷깴깻깮깩깪깷긳깸깴깱

Locations

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김긥

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

긶길길

긶길긹

긶길긺

긶길긻

긶길긼

깮깫긥긭깵깷깴깽깾깆깩깩깷깪깸깸긥깂깂긥깦깩깩깷깪깸깸긭긵긮긮긥꺀긥

깵깷깴깽깾긥깂긥깳깪깼긥깎깳깮깹깮깦깱깮깿깦깧깱깪깆깩깲깮깳깚깵깬깷깦깩깪깦깧깮깱깮깹깾깕깷깴깽깾긭긮김

깵깷깴깽깾긳깮깳깮깹깮깦깱깮깿깪긭깳깪깼깆깩깩깷깪깸깸긱긥깦깩깩깷깪깸깸긭깹깭깮깸긮긱긥깵깦깷깦깲깸긮김긥

깤깦깩깩깷깪깸깸깪깸깠깮깩깢긥깂긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮김

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

긶길긷

긶길길

긶길긹

긶길긺

긶길긻

깪깲깮깹긥깕깷깴깽깾깈깷깪깦깹깪깩긭깮깩긱긥깦깩깩깷깪깸깸긭깵깷깴깽깾긮긮김

꺂긥깪깱깸깪긥꺀

깵깷깴깽깾긳깺깵깬깷깦깩깪깙깴깆깳깩깈깦깱깱긭깳깪깼깆깩깩깷깪깸깸긱긥깵깦깷깦깲깸긮김

꺂

꺂

긶길긻

긶길긼

긶길긽

긶길긾

긶긹긵



LOW

SWC-131

Unused function parameter "from".
The value of the function parameter "from" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "to".
The value of the function parameter "to" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

LOW

SWC-131

Unused function parameter "amount".
The value of the function parameter "amount" for the function "_beforeTokenTransfer" of contract "IncentivizedERC20" does not seem to be used anywhere in "_beforeTokenTransfer".

Source file

깨깴깳깹깷깦깨깹깸긴깹깴깰깪깳깮깿깦깹깮깴깳긴깎깳깨깪깳깹깮깻깮깿깪깩깊깗깈긷긵긳깸깴깱

Locations

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긷긹긼

긷긹긽

긷긹긾

긷긺긵

긷긺긶

깫깺깳깨깹깮깴깳긥깤깧깪깫깴깷깪깙깴깰깪깳깙깷깦깳깸깫깪깷긭

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹긥

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

긷긹긽

긷긹긾

긷긺긵

긷긺긶

긷긺긷

깦깩깩깷깪깸깸긥깫깷깴깲긱

깦깩깩깷깪깸깸긥깹깴긱

깺깮깳깹긷긺긻긥깦깲깴깺깳깹

긮긥깮깳깹깪깷깳깦깱긥깻깮깷깹깺깦깱긥꺀꺂

꺂

긷긹긾

긷긺긵

긷긺긶

긷긺긷

긷긺길


